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Second Semester

Net+ Certification Training – Networking Fundamentals
	Course Objectives
	Student Outcomes

	Pre/Post Test


	· Identify pre and post levels of computer knowledge and skills as they relate to maintaining and troubleshooting computer network systems.

	Unit 1  An Introduction to Networking
	· Discuss elements common to all server-based networks.

· Discuss how networks are used.

· Discuss file services, print services, communication services, mail services, Internet services, and management services.

· Introduce how to become a network professional.

· Discuss how to develop “Soft Skills”.

· Discuss the importance of pursuing professional certification.

· Discuss joining professional organizations and associations.

	Unit 2  Networking Standards and the OSI Model
	· Discuss and identify Networking Standards Organizations such as ANSI, EIA, IEEE, ISO and ITU.

· Discuss the seven layers of the OSI Model:  the Physical Layer, the Data Link Layer, the Network Layer, the Transport Layer, the Session Layer, the Presentation Layer, and the Application Layer.

· Discuss applying the OSI Model via communication between two systems, frame specifications, and addressing through the Layers.

· Discuss and identify the IEEE Networking Specifications.

	Unit 3  Network Protocols
	· Introduce and discuss various network protocols.

· Discuss the TCP/IP (transmission control protocol/Internet protocol.

· Discuss and identify IPX/SPX.

· Discuss and identify NetBIOS and NetBEUI.

· Discuss and identify Appletalk.

· Discuss and demonstrate the installation of various protocols.

	Unit 4  Transmission Basics and Networking Media
	· Discuss analog and digital signaling.

· Discuss data modulation.

· Introduce and discuss bandwidth.

· Introduce and discuss broadband.

· Discuss various media characteristics.

· Discuss and identify coaxial cable types.

· Discuss Physical Layer networking standards.

· Discuss cable design and management.

· Discuss and demonstrate various cable installation techniques.

	Unit 5  Physical and Logical Topologies
	· Introduce and identify simple physical topologies such as bus, ring and star.

· Introduce and identify hybrid physical topologies such as star-wired ring, star-wired bus, daisy chains, and hierarchical.

· Introduce and identify enterprise-wide topologies such as backbone networks and mesh networks.

· Introduce and identify WAN topologies such as peer-to-peer, ring, star, mesh, and tiered.

· Introduce and identify logical topologies.

· Discuss circuit, message and packet switching.

· Discuss the development of Ethernet.

· Discuss development of Localtalk.

· Discuss development of Token Ring.

· Discuss development of FDDI (fiber distributed data interface).

· Discuss ATM (asynchronous tranfer mode.

	Unit 6  Networking Hardware
	· Discuss and identify various network adapters.

· Demonstrate installation of network adapters.

· Discuss and identify repeaters, hubs, bridges, switches, routers and gateways.

	Unit 7  WANs and Remote Connectivity
	· Discuss WAN essentials

· Discuss ISDN.

· Discuss T-carriers.

· Discuss and identify DSL types.

· Discuss and demonstrate implementation of WANs.

· Discuss remote connectivity and dial-up networking.

· Discuss and identify SLIP (serial line internet protocol).

· Discuss and identify PPP (point-to-point protocol).

	Unit 8  Network Operating Systems and Windows 2000-Based Networking
	· Introduce network operating systems.

· Discuss selecting a network operating system.

· Discuss features of network operating systems services.

· Introduce and discuss Windows 2000 Server.

· Discuss and identify Windows 2000 Server Hardware.

· Discuss Windows 2000 Active Directory.

· Discuss and demonstrate installation and configuring of a Windows 2000 Server.

	Unit 9  NetWare-Based Networking
	· Discuss NetWare.

· Introduce NetWare Server Hardware.

· Discuss and demonstrate the installation and configuring of a NetWare Server.

· Examine the NetWare Kernel.

	Unit 10  Networking with UNIX
	· Discuss the history of UNIX.

· Discuss the current state of the market related to UNIX usage.

· Introduce UNIX Server Hardware.

· Introduce and discuss Linux.

· Discuss and demonstrate the installation and configuring of a Linux Server.

· Examine the Linux Kernel.

	Unit 11  Networking with TCP/IP and the Internet
	· Discuss addressing and name resolution using IP addressing, network classes, subnetting, gateways, network address translation, sockets and ports, host names, domain name systems, DHCP (dynamic host configuration protocol), WINS (windows internet naming service).

· Introduce TCP/IP subprotocols.

· Discuss TCP/IP troubleshooting techniques using ARP, PING, Netstat, Traceroute, Ipconfig, and Ifconfig.

· Discuss the development and history of the WWW (world-wide web).

· Discuss the development of e-mail.

· Discuss FTP (file transfer protocol).

· Discuss TFTP (trivial file transfer protocol).

· Discuss Gopher, newsgroups and e-commerce.

	Unit 12  Troubleshooting Network Problems
	· Introduce troubleshooting methodology.

· Discuss and identify various hardware and software troubleshooting tools.

· Introduce practical troubleshooting techniques.

· Provide examples of how to investigate problems.

· Discuss how to use vendor information.

	Unit 13  Maintaining and Upgrading a Network
	· Discuss baseline management techniques.

· Discuss asset and change management.

· Discuss and identify software changes such as patches, client upgrades, application upgrades, and network operating system upgrades.

· Discuss and identify hardware changes such as physical plant changes, upgrading of equipment, cabling upgrades, backbone upgrades, and additional equipment implementation.

· Discuss managing growth and change.

· Discuss trends in networking technologies.

	Unit 14  Ensuring Integrity and Availability
	· Discuss the concept of integrity and availability.

· Introduce and discuss types of viruses.

· Introduce and discuss fault tolerances.

· Discuss the importance of data backup.

· Discuss data recovery techniques.

· Introduce RAID (redundant array of independent devices).

	Unit 15  Network Security
	· Introduce security terminology.

· Discuss security audits.

· Discuss various security risks such as people, hardware, network design, protocols, software and internet access.

· Discuss how to develop an effective security policy.

· Introduce and discuss the concept of firewalls.

· Introduce and discuss VPNs (virtual private networks).

	Unit 16  Managing Network Design and Implementation
	· Introduce and discuss the concept of project management.

· Discuss the process of funding.

· Discuss contingency planning.

· Discuss testing and evaluation.

· Discuss managing network implementation.

· Discuss how to determine project feasibility.

· Discuss setting project goals.

· Discuss how to prepare users for your new network.

· Discuss how to assess project needs and requirements.

	Pre/Post Test
	· Identify pre and post levels of computer knowledge and skills as they relate to maintaining and troubleshooting computer network systems


